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l. Authority, Applicability and Purpose

A. Authority: Title 29, Chapter 90C of the Delaware Code provides broad statutory authority to the
Department of Technology and Information to implement statewide and interagency technology
solutions, policy, standards and guidelines for the State of Delaware's technology infrastructure.
"Technology" means computing and telecommunications systems, their supporting infrastructure
and interconnectivity used to acquire, transport, process, analyze, store, and disseminate
information or data electronically. The term "technology" includes systems and equipment
associated with e-government and Internet initiatives.

B. Applicability: Applies to all State of Delaware communications and computing resources. DTl is
an Executive Branch Agency and has no authority over the customers in Legislative and Judicial
Branches, as well as School Districts, and other Federal and Local Government entities that use
these resources. However, all users, including these entities, must agree to abide by all policies,
standards promulgated by DTI as a condition of funding, access, and continued use of these
resources.

C. Purpose: This standard will address technology used to access the State’s information assets
from remote locations. The need exists to provide safe and private access to the State’s
resources. This standard will establish the acceptable methods of remote access.

I. Scope

A. Audience: This document is intended for Systems Administrators, Network Administrators, and
end user support personnel. This document is not intended for use by non-IT personnel.

B. Areas Covered: This standard covers all access to the State’s LAN (Local Area Network), or
WAN (Wide Area Network) infrastructure from a remote location (remote from the asset you are
accessing). This standard does not cover publicly accessible web pages or applications, nor
does it cover File Transport, which is covered in standard “Secure File Transport”. This standard
does not cover State based WiFi (802.11x — Guest Net / Public Net) or PAN (personal area
network e.g. Bluetooth) because those devices must be in close proximity to the router. They
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A.

are not considered to be outside the State infrastructure, but part of it. This standard does not
cover appliances like network or highway traffic control.

Platforms: All data devices that access the State’s infrastructure from a mobile or remote
location are covered. This includes PCs, Laptops, Notebooks, Tablet, Smartphones, and
Servers:

Process

Adoption: These standards have been adopted by the Department of Technology and
Information (DTI) through the Technology and Architecture Standards Committee (TASC) and
are applicable to all Information Technology use throughout the State of Delaware.

Revision: Technology is constantly evolving; therefore, the standards will need to be regularly
reviewed. It is the intent of TASC to review each standard annually. TASC is open to
suggestions and comments from knowledgeable individuals within the State, although we ask
that they be channeled through your Information Resource Manager (IRM) group.

Contractors: Contractors or other third parties are required to comply with these standards
when proposing technology solutions to DTI or other State entities. Failure to do so could result
in rejection by the Delaware Technology Investment Council. For further guidance, or to seek
review of a component that is not rated below, contact TASC at dti_tasc@state.de.us.

Implementation responsibility: DTl and/or the organization’s technical staff will implement
this standard during the course of normal business activities, including business case review,
architectural review, project execution and the design, development, or support of systems.

Enforcement: DTI will enforce this standard during the course of normal business activities,
including business case and architectural review of proposed projects and during the design,
development, or support of systems. This standard may also be enforced by others during the
course of their normal business activities, including audits and design reviews.

Contact us: Any questions or comments should be directed to dti_tasc@state.de.us.

Definitions/Declarations
Definitions

1. Remote Access —The ability to log on to the State of Delaware network from a remote
location. In corporations, people at branch offices, telecommuters, and people who are
traveling may need access to the corporation's network. Home users get access to the
Internet through remote access to an internet service provider (ISP).

2. Remote Access Server —The computer and associated software that is set up to handle
users seeking access to the network remotely. Sometimes called a communication server,
a remote access server usually includes or is associated with a Firewall server to ensure
security and a router that can forward the remote access request to another part of the
corporate network. A remote access server may include or work with a modem pool
manager so that a small group of modems can be shared among a large number of
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intermittently present remote access users. A remote access server may also be used as
part of a virtual private network (VPN).1

Terminal Services — Allows remote computers to run applications on a server as though it
is running locally. This is similar to the functionality provided by X on UNIX and Linux
platforms. Keystrokes and mouse action information is sent from the client to the server
over the network and visual display information is sent back to the client from the server.

Remote Desktop — Taking control of a target computer. This means, for example, that you
can connect to your work computer from home and have access to all of your applications,
files, and network resources as though you were in front of your computer at work.

Remote Administration — Performing Network or Systems Administrator tasks on a
computer other than the one at which you are sitting.

Remote Access / VPN — (Virtual Private Network) Provides secure, encrypted method to
enter a private network.

B. Declarations

When access is through a public terminal (library PC, Kiosk, etc.) password managers, or
forms completion programs must not be utilized to remember either logon ID or password.

1 http://searchsecurity.techtarget.com/sDefinition/0,,sid14 gci212887,00.html
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V.

Definition of Ratings

Individual components within a Standard will be rated in one of the following categories:

COMPONENT RATING

USAGE NOTES

STANDARD - DTI offers internal support and/or has arranged for
external vendor support as well (where applicable). DTI believes the
component is robust and can be expected to enjoy a useful life of 3+
years from the Effective Date.

These components can be
used without explicit DTI
approval for both new_
projects and enhancement
of existing systems.

DECLINING - Deprecated - DTI considers the component to be a
likely candidate to have support discontinued in the near future. A
deprecated element is one becoming invalid or obsolete.

Via the State’s waiver
process, these components
must be explicitly approved
by DTI for all projects. They
must not be used for minor
enhancement and system
maintenance without explicit
DTl approval via the State’s
waiver process.

DISALLOWED - DTI declares the component to be unacceptable for
use and will actively intervene to disallow its use when discovered.

No waiver requests for new
solutions with this component
rating will be considered.

Missing Components — No conclusions should be inferred if a specific remote access technology is
not listed. Instead, contact TASC to obtain further information.
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VI.  Component Assessments
Component Rating Comments
1 Types of Connection
Wireless
la 3G/4G/4G LTE Standard Utilizing those carriers that are under State
contract. See the Portable Wireless Network
Access Device Policy
1b CDPD Declining
Wired
1c POTS Declining
(DialUp)
1d DSL, Satellite, Standard See the VPN policy.
Cable, etc
le Site-to-Site Standard An example is a municipal police department to
VPN the State CJ domain. This is permitted with the
Approval of DTI & the State organization’s
Information Security Officer.
See the VPN policy.
2 Function
2a Remote Desktop Standard For remote access users, this function requires
the use of SSL-VPN and it is restricted to
authorized users only.
2b E-mail & Standard Browser based access to Outlook Web Access
Calendaring (OWA), Blackberry and Smart Devices (active
sync) are restricted to authorized users only.
2c Secure Meeting from Standard This solution is allowed when the session is
SSL-VPN initiated and monitored by a State employee
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